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Abstract: With the emergence of user privacy leakage and online fraud, traditional detection mechanisms can no
longer stop the intensified attacks and new methods are needed to assist in web security detection. As a bridge
between users and network data, browsers are widely used in the interaction between users and various applications.
The browser fingerprint contains various characteristic information of the user’s browser and device, and its

uniqueness can greatly improve the accuracy of user identification. However, browser fingerprints may change over
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time, and solutions based on static fingerprints cannot meet the requirements of dynamic fingerprints detection.
Motivated by this challenge, it’s necessary to improve the recognition and link detection capabilities of dynamic
browser fingerprints. Besides, parameters from multi-dimensional perspective need to be obtained and screened to
get fine-grained and high-discrimination features for model detecting, preventing the calculation cost caused by too
many unnecessary parameters. Bidirectional Gating Recurrent Unit (BiGRU) was introduced into the fingerprint
detection, and a stacked BiGRU detection model based on dynamic browser fingerprints was proposed. It solved the
problem of low detection accuracy caused by ignoring the interaction of forward and backward information in the
process of fingerprints detection, and it also had a certain improvement in indicators such as accuracy and linking
time. Furthermore, in view of the different importance of different feature parameters, the same weight given to
parameters will result in detection error. Combined with the attention mechanism to focus more stable fingerprint
features, an Att-BiGRU fingerprint detection model based on dynamic browser fingerprints was proposed. It

optimized the detection ability compared to BiGRU, further improved the detection accuracy of browser

fingerprinting, and showed good linking ability on the comprehensive index under the benchmark model.

Keywords: browser fingerprint, dynamic linking, attack detection, attention mechanism, Web security
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Table 1 The examples of fingerprint features
RHE H
User-agent Mozilla/S.O (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.0.4324.190 Safa-
1i/537.36
Platform Win32
Timezone —480
Vendor Google Inc.
List of fonts (JS) Arial, Arial Black, Arial Narrow, Bahnschrift, Calibri and 69 others
Do Not Track NC
Canvas 7d3176108470111c1¢95d5536fe69384b57df861
WebGL Renderer ANGLE (AMD Radeon(TM) R5 Graphics Direct3D11 vs 5 Ops 5 0)

List of plugins

Plugin 0: Chrome PDF Plugin; Portable Document Format; internal-pdf-viewer. Plugin 1: Chrome PDF Viewer;
mhjfbmdgcfjbbpaeojofohoefgichjai. Plugin 2: Native Client; internal-nacl-plugin
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Table 2 The examples of feature entropy of

browser fingerprint

FSAE pEtiEs L JhfE
User-Agent 6.83 Accept 9.23
Plugins 3.13 Timezone 5.21
Fonts 3.59 Color Depth 3.88
CPU 0.14 Audio 2.58
Canvas 12.75 WebGL 17.07
Language 7.69 Vendor & Resolution 15.07
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Figure 1  The flow of browser fingerprint link based on stacked BiGRU
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Function:
Rules={rulel,rule2,---}
Fap— ¢
Foe — ¢
forf, € F do
if verifyRules(f;, f,, Rules) then
if NumberofDiff=0 then
Fpre — Fore U <fi>
else
Fab — Fou, U <fi>
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end if
end if
end for
ifl Forel > 0 and samelds(F}y.) then
return F[0].id
else if |[Fp| >0 then
return Fuction BiGRU
else
return generateNewlId()
end if
end function
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Function:

candidates «— ¢

forf, € Fop, do
<X-0,X,-1,X>=featureVector(f,,.f;)
p <« Ppru(fiid = frid|<Xi,
Xi1,X>)
ifp = A1 then
candidates=candidates U <f;,p>
else
return gererateNewld()
end if
end for
if |candidates| > 0 and samelds(candidates)
then
return candidates[0].id
else
return gererateNewlId()
end if
end function
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Table 3 The experimental configuration
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